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What is OPC ?

e QOPC = OLE for Process Control

* OPCis aninterface standard developed and maintained by the
OPC Foundation

(http://www.opcfoundation.org/)

* Winning greater acceptance (becoming industry standard)

* Integrate hardware from different manufacturers in plant (OPC
Client-side Driver)

* Interface to different SCADA systems, industrial control and
reporting applications (IGSS OPC Server)


http://www.opcfoundation.org/
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OPC Client-Side Driver
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Purpose

= The IGSS OPC client connects to an OPC Server

= The OPC Server acts as the communication channel
between IGSS and the PLCs in the process



IGSS OPC Client

IGSS | Server .
Windows
Data Collection Vista -|XP - 2000 PLC
Drivers I/F
S7 | OPC Client |
. . OPrcC OPrC OPrC
Simatic Servers Servers Server

N |

PLC PLC PLC



Driver History

 Released with 1GSS32 Version 3, January 2001

e PLCdrivers still developed by 7T but the number is
decreasing due to increase in number of OPC servers

commercially available
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Activating the OPC driver

e Activate the OPC driver with just a single click in
System Configuration.

e Definition of communication channels, nodes,
addressing, etc. now found in the OPC Server itself.

* The PLC addressing of an IGSS object is different from
what is characteristic for other drivers on the Edit
Mapping tab.
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Driver in System Configuration
Simple setup

lill 1GSS - System Configuration C:\Configs'Igss32y 5, Training® Upgrade Workshop - Master',Demo

o]|Q =% [|mem | =2 Find driver ID = 42,

opz2 Setup network:
o=l op3

Bos relenveatﬁtoé Pstetsu; ng:_st e configured using the Con trol) Clien t Si d e

-8B 1G555erver_1 ]
i E Generic TCRJIP Driver Thiz node will be used as a placehalder for

H L]
=l OPC (CLE For Process Control) Client side driver communication with the OPC Server. D
E|“9 TTOPC rl \/ er
: &

System Canfiguration Device properties
f | OPC (OLE for Process

Y'ou only need to make one dummy node [e.g. node O]

Click once and the
required settings are
entered in System
Configuration.

All further setup is

done in the
OPC Server.

For Help, press F1 l_ v




tL {Global} Main

al @ Global 2]l

Server Hame
.t’-‘malogl Data ManagementDefinitionsI Digplay ~ Edit Mapping | R eport Formatl SymboIDefinitionI

— Server Location
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gll:ow 'I&ilmit — | - PLC Address for High Alarm atam; —————— Server Mame
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Start OPC @ P Iin ﬂ Server | Mo zerver zelected
. 3 ; 0K Cancel
choice of server o | e |

— Alarm D etail

ﬂ Select network OPC host

Group
_I =k g Entire: Network -~

.,.I'”’ Microzoft ‘windows Metwork
Ftdns

Adrit

Chr_dell

Compazer

Fpe-partable

lgss32server

lgssnt

Kvh-test-01

IdEw | Edit | [elete |

el

Use numernic +/~ to scrall to next/previous atom

Choose host for e s >

OPC server

or use Local
Host

=l

[l

- - - T

Lmoxp LI
oK Cancel Help 0K I Cancel |
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Choosing the OPC Server

(L {Global} Main

=10l x|
@ ilil Server Name il
Analog | Data Management Definitions | Display ~ Edit Mapping I Feport Fomat | Spmbal Definition I — Server Location
—&tom —PLC Mode for object: 81— .
8 I this Host | Enable Browse v
Diiver [7TOPC [Stations) =l Host Narme
Mode : IU j M I
(Lo Limit — PLC Address for High Alarm atom; ——————— Server Name
[ JLow Alam Browse | [ICONICS ModbusDFCServerd
Browse OPC e D -
Server | Connected Dé-Wersion [2]
Servers 170 mode ; in j . 0K | Cancel |
thiz Host
r—&larm Details ICONICS.ModbusOPCS erver3

Servers on this Host x|

Choose OPC ® Group | oo

Active, Rate=tax Band=0%

Hew | Edit | [elete | ICOMICS Inc. IniFileR untimeDa,
server Use rumeric +¢- to scroll bo nest/previous stom ICOMICSInc. IniFileR untimeDé. 2
OFC.Deltav.
Porté. Modicon UINT 40001 %4l SevenTechnologies |GSSOPCS erverDA
len I o pasan = e SevenTechhologies |GSSOPCServerDA. 2
o Forts ﬂ Softing. OPCToolboxDermo_ServerDa
: E--Modicon

REAL_40400
UDINT_40400
UINT_40001

Ok Catcel | Help | ok, I Cancel
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Choosing the OPC Group & ltem

i% {Global} Main =10l x|
2

—&tom r— PLC Mode for objgct: al
Diriver ; I TTORC [Stationd) j
Node : ID j
[JLows Limit —PLC Address for High Alarm atom:
[ Lo Alarm =
[Clalarmn j | ; x|
Group Name ® . : Server | Connected DA ersion (2] - Name of the Group
140 made : in hd _ IGroup_1 Brawsze |
thiz Host
, Create G
Up date Ra.te e ieferer Bt Lo | e ) i = ﬁ;dqate Hatemsec. (;E—'Z:tiv:up
o I é »-[eadband £ Inactive
Deadband Group | gio [nooooo0 %
Cancel |
Active, Rate=haw Band=0%
e | e | | ook |
|Jse numeric +4- to scrall to nest/previous atom

Item IF‘orb‘-‘«.Modicon.HEAL_4D4IJD.VaIue

- Port, ﬂ
¢ [ Modicon

- REAL_40400
o Datal ype
~Walue
- [uiality
- Timestamp j

Choose OPC o
[tem

0K Cancel | Help |




Help on OPC Client

Driver-Specific Help

Activate the help file from System Configuration or

from the “"IGSS Help Files” subfolder of the IGSS program group.

< 1G9%S Driver-Specific Help

File Edit Bookmark ©Options Help

I[=] E3

Help Taopics Back | Erint | Dptions | 4 | g> | Glozzam | See flo |

0 Contents |% Inder:l dh §earch|

B- m Introduction

- @ About this Help File

+ @ General Driver Information

@ Drivers Mamed & - D

i @ Drivers Named E - T

I @ Drivers Named J- M

E- m Drivers Mamed O - 5

= [:Q| OPC (OLE For Process Contral) Client-Side Driver: 7TOPC (ID 42)
- @ Interface and specifications

Elﬂ] Setting up the Driver

. @ Befare you begln

@ Include th i

@ Attach the OPC driver to an ob]ect in Definition
@ Skart the IG55 configuration and the OPC Server
[]--@ Ormiron Sysmac Way Interface Driver: FTOMR (1D 17)
[]--@ P-het YIGO Interface Driver: 7TPMET (1D 36)

[]—-@ Profibus FMS Protocol Driver: 7TL2ZFMS (ID 24)

B

B

B

]--@ Sabroe & Soeby COMSAE 1T Protacal Driver: 7TUNI (1D 23)
]--@ Saia P8 Inkerface Driver: 7T5AI(ID 27)

]--@ Saia 5-Bus Protocal Driver: 7TSEUS (1D 14)

[]—-@ SattBus 64 kbit/s Protocol Driver: 7TSAT (1D 31)

[]—-@ Siemens Drivers

[]—-@ Drivers T - Z

Include the OPC driver in System Configuration

Setting up the OPC cliert-side driver in 1GSS is extremely simple. Mozt of the configurstion work
must be done inthe OPC Server.

Open the System Configuration program. The active configuration will be opened.

b
Click the Station icon él inthe toolkar to insert the 1GSS station on which the OPC
client-side driver will ke running.

In the IGSS station name field, type a unigque station name.

Hote: In this example, we keep the default station type Server or single user as
we'te running the OPC cliert-side driver on the [GES server.

i
Select the Station icon in the tree view and click the Hew Driver icon ﬂ in the toalbar .

The Select Communication Driver dialogue appears.

Select the OPC (OLE for Process Control) Client-side Driver in the list.

Tip: Click the header in the 1D column to sort the driver IDs in ascending order. The
driver has ID no. 42

Click OK.

Result:  The driver iz inserted in the tree viewe. Aninterface and node icon appears
helowy the driver.

Click the ¥TOPC icon in the tree vieve. Notice the text on the Device properties tab. All
setup for this driver is done inthe relevant OPC Server.

-




1GSS OPC Server



Purpose

* Allows any OPC client to connect to IGSS with the
purpose of reading or writing values to the IGSS
configuration

* Typical scenarios:
e SCADA to SCADA data exchange
e Use IGSS values for administrative calculations
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IGSS OPC Server History

* The OPC server is not appended to existing code but
connected with a TCP/IP interface.

* Configuration saved in ACCESS too slow.
e Beta test at Arla Foods.
e Release 1 with IGSS32 Version 4 March 2002.
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Integration of OPC Server

IGSS SCADA IGSS SCADA
System System
TCP/IP

Limited flexibility The solution chosen



OPC Server Deployment \ o

IGSS Server IGSS Operator

TCP/IP

Dedicated PC Client PC




Setup of OPC Server

OPC server and
IGSS server on
same machine

IP address of
primary
(and secondary)
IGSS server

Should all IGSS
objects be
visible ?

\

_

—

5] OPC Server Configuration V7.00.00.8002

Configuration

[ Register ] [ Unregister ]

Set IP Address of IGSS Server
\

Primary address Secondary address

() Local :
IGSSServer_1

@ Remote

Connection handling

- Connect to online &/B-Server

- Reconnect to primary Dual Server Automatic

|_—» © AllOPC Items visible to OPC Clients
) Control OPC Item visibility from Definition

Generate list of OPC Items in file [\asshltemCSY.csv)
("] Show Item properties

[ Alarm Text ] [ Item Text ]

Manual server control

Stop Server

[ Start Server J

[ oK ] [ Cancel ] [ ] [ Help

Apply

If enabled, a .csv
file is generated
listing all objects
in the
configuration.

" The list will be
generated when
the first client
connects.

Can be
imported into
the OPC Client
as OPC items.
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Using Access as config. tool

Access 2 Softing OPC Toolbox Demo Client M=] E3
File Edit “iew Help
~ DS ®E|* ||| %
[ [B] Data sccess = [8] 15550PCServerDA N
El---@E IGSSOPCServerDA 5[N] AskeTrans_Anslog
G Group ~[N] AskeTrans_Digital
-[N| AskeTrans_Table
-[N] Global_Analog
-[N] Global_Digital
~[N] Global_Table
E| |E| k.ran10_Analog
E| |E| KAOD_HY teeller
{ . @ SETPOIMT
5 |E| F10_LW taeller
#-INl Kran10 Diaital ll
OPC Servers Db Browse | D ltems | « | » |
Ready o

With Access there’s a 12 minute lapse before 10,000 elements are visible in the OPC client
browse window



Final solution w/o Access

N ‘

_5 Softing OPC Toolbox Demo Client M=l E3
File Edit “iew Help

D@ E| x| ] N

=B Data Access = [§] 15550PCServerDA -
=[S IGSSOPCServeDA &[] AskeTrans_Analog

l |E| AgkeTranz_Digital
l |E| AgkeTranz_Table
Without Access there’s a 12 2-[N Global_Analog
7-[N] Global Digital
second lapse before 10,000 5[N] Global_Table
HP : El |E| Fran10_sAnalog
elements are visible in the 5 KI0AY ol

OPC client browse window

B |E| KA0_LY_taeller
- INl Eran10 Diaital LI

OFC Servers DA Browse |D.-i'-. Itemsl | ]

7

Feady




Arla Foods \ oS

* Needed data exchange between two
SCADA systems: DeltaV and 1GSS

* Primary data flow from IGSS to DeltaV.

e Preferred solution: IGSS as OPC Server and
DeltaV as OPC Client.

* Valuable experience gained in configuring
DCOM security.



Task allocation

IGSSSCADA

Data collection
Electricity consumption

Fuel consumption

Units produced

Show result

t 488 9

DeltaV SCADA

Start Production

Batch Management

Cost calculation

Stop Production




Final solution

IGSS SCADA System DeltaV SCADA System

Data >

Siemens PLC Fischer PLC



Current solution at Arla Foods

% IGSS

IGSS
Server

IGSS IGSS IGSS
Server Server Server
Operator Operator Operator

Operator

DeltaV SCADA System




DCOM Security Q‘ o

* DCOM = Distributed Component Object Model

e DCOM (Distributed COM) is an integral security
mechanism in Windows

e DCOM is a network extension of the COM
technology

e Supports communication between objects on a
network

* Enables the use of distributed programs
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* When the client connects to the IGSS OPC Server, DCOM
is used as the security layer.

PESEg
|

|GSS OPC Server uses DCOM

:J Softing OPC Toolbox Demo Client
Eile Edit Yiew Help
Dl >[— s

S| |-§ |G550PCServerDA B AkeT 1anz_Anakog
~|@ Group i) [N AskeTranz Digial

[ BT Data Access B 1

[+

= (T SETPOINT

T
-] K10V _teller
= INl Kian10 Dinital =l

OPC Servers DA Browse | DA ltems | 4 | »

Feady v




The DCOM Configuration Tool Q‘ e

e DCOM security settings are defined in DCOM
Configuration Properties

* Choose Start > Run > Dcomcnfg
* Two sets of security settings:

e Default settings for all DCOM applications
e Specific settings for the individual DCOM application

 The IGSS ”“Interface Help” file describes the latter
method



Help on IGSS OPC Server Q‘ o

Interface Help

Opened from the IGSS Start menu.
Go to the book "IGSS OPC Server’

<% Interfacing to IG5S

=] B3
File Edit Bookmark Options Help
Help Topics  Back | FBrint | DOptions |

Q) Contents |€% Index | @ Search |

1 Interfacing to IG55
0 Activer D to the flexible system architecture of the 1IGSS OPC Server, it can be located st many different locations as shown -
@ automation bl

0 DDE If you chooze to run the 1IG5S OPC Server on a dedicated PC, vou need not purchaze an operator station icense for that
0 1G55 Parkal PC. Howewer, if you run the 1655 OPC Server on more than one dedicated PC, you will need an operstor station license
g Jet (database engine) for each additional PC.

=-A[) 1555 OPC Server

[E] What is the 1655 OPC Server 7

@ Architeckure of the 1G53 OPC Server

s
S

e

0

Gloszary See blzo

@ Install and set up the 1655 OPC Server IGSS Server
@ Test for OPC Server presence and registration
@ Overview: DCOM security

@ Sek up Distributed COM (DCOM) security

[£] Browse the 1655 GPC Server From the GRC Clisn
@ Example: SCADA to SCADA with OPC

- ODBC

7@ OLE

]'0 SGL Database Optian
/@ wap

]'0 Reference

1GSS Operator

[ETI e eI e e e e]

| TCP/1P |

Dedicated PC Client PC




