Exercise — Safe Commands and Audit Trail
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Exercise — Safe Commands and IGSS Audit Trail

Exercise 1: Secure Objects with Safe Commands

In this example we will demonstrate the use of the Conf. Password command. To do this
we will need to create an IGSS user and define his user rights.

Exercise workflow

This is the workflow involved in setting up safe commands.

Step 1
System Configuration

*Enable User Administration

W

* Define user groups
* Add two users
* Define Protect Object rights

Step 2
User Administration

h 4

Step 3 * Associate Protect Object to 1GSS object
Definition * Define Safe Command to IGSS object
h 4
Step 4 * User login
Supervise * Test of Safe Command
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IGSS Online Training Exercise: Safe Commands and IGSS Audit Trail

Step 1 - Enable User Administration from System Configuration

The first thing to do is to enable the user administration module.

1. Open the System Configuration module.
2. Select the DemoStation in the tree view and go to the Access Control tab.

3. Remove the checkmark from Disable access control.

[[]] 1555 - System Configuration c\programdata'7t\igss32\w8.0\gssdemo\engdemo igssa0

File Edit View Toels Help

BEeE BeRillEx & % E

Configuration name: demo igss80 Supervise & Language | Startup I Data Collection | Reports
e Q Station | Configuration | Files | Access Control Alam

s

Access caontral
Dizable access control Allow permanent user login

[] Monitor mode only 11555 version & style login

Save latest user logged in Force user login at program startup
Keep a record of all user activity in an audi trail database

] Activity: Store audit trail Comment required
Output

Limits

Access

Motes and ack's

Data management
System

HEEEEE
HEEEEE

Alam Management System and Super Alarm server settings

Users: [ "] Disable AMS interface

| B
TCP/P pot

o
Default Part

For Help, press F1 MUM

4. Select File - > Save and Exit.
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Exercise — Safe Commands and IGSS Audit Trail

Step 2 - Set up the User Administration

1. Openthe User Administration module.

— e il - - il —
‘ . v| 1.« O5(C:) » ProgramData » Microsoft » Windows » Start Menu » Programs » Igss8.0 » - Search

File Edit View Tools

By Organize ~ &g Views ~ (@ Bum

Favorite Links Date modified Type Size

[ Documents ' ams LY S+ y EI _
o Il e e B

g Music Utilities AMS Alarm  Audit Trail DashBoard Definition Dual Server ERW Getting
Y & Manageme... Synchroniz... Started

Folders v ' @ﬁg‘- Statt & . % ‘ ]
. Camtasia Studio 5 o lﬁ L lﬁ @ %
>8 8
. Catalyst Control Center #ER) L l} 2

Global Help  IG5SODBC  IGSS Starter  1G5S Update  1G5S Update Interface Job Maintenance Manual

. Dell Server Configurat... Help Scheduler Report Editor

. Extras and Upgrades

e D Al i

Igss80 Multiuser OPC Server Periodical RMS Report Snapshot System User Winpager

Systems Configurat... Report Manageme... Report Configurat... , Administr...
. Help and Training

. Utilities
. Intel(R) Matrix Storage M
26 items

2. Select File -> User Groups.

¢ User Administration - demo igss80

File | Help

IbUser Groups ...
Protect Objects ...
Users and Passwords ...

Exclusive Control ...
Reports...

Exit

3. Click Add Group.

4. Select the new group and in the Group Name field, type Admin.
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User Groups

Exercise: Safe Commands and IGSS Audit Trail

el x|

All defined groups

Adrnin

Selected group
Group Mame

Admin

s

Default diagrams

Area

Diagrams in area

[ Add Group ]

[ Delete Group ]

Global Rights:
[] Can define
[] Can administer

[] Can uge systems commands
[T] Can uze portal

[] Can define ‘WinPager settings

Frotect object rights

Area - Protect object - level
[(Global - Protect - 1
[(Global - Pratect - 2
[(Global - Pratect - 3

W Global - Protect - 4

b aw no. of diagrams that can
be open simultaneously:;

Cloze

5. Under Global Rights, select the Can define, Can administer and Can use systems

commands rights.

The Can define right allows the new user to run the Definition module, at least one user
group must always have the Can administer right and the Can use systems commands
allows users to start/stop the Supervise module.

In Protect object rights, select the check box Global - Protect - 4.

Note: If you cannot see any protect objects, close the User Groups dialog box.
Select File - > Protect Objects, click the Update list button and close the dialog box.
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Exercise — Safe Commands and IGSS Audit Trail

User Groups . X
g
All defined groups
TS
[ Delete Group ]
Selected group
Group Mame Global Rights:
Admin Can define
Default diagrams B ehilie =
2 Can uze systems commandz
rea
[T] Can uze portal
T [] Can define ‘WinPager settings
Diagrams in area
Frotect object rights
Area - Protect object - level
[(Global - Protect - 1
[(Global - Pratect - 2
[(Global - Pratect - 3
lobal - Pratect - 4
b aw no. of diagrams that can
be open simultaneously:; )
Cloze

Click Close.

Select File -> Users and Passwords.

Click the New User button.

Select the new user in the list and in th
field type admin.

e User name field type Admin and in the Password
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Users and Passwords

Exercise: Safe Commands and IGSS Audit Trail

|_E e o

Lizt af defined Uzers

[

Delete Uzer

N

Mew Llzer

—

Selected uzer

|dzer D 1003

Ilzer name adrmit

FPazswaord Il

Full name

Ao logout

Min.

Uzer group

Member of groups

Drelete from Group

Add to Group

Cloze

11. In the User group drop-down list, select Admin and click the Add to Group button.
Users and Passwords e X
Lizt of defined sers
[ Delete Lser ]
[ Mew Llser ]
Selected
FIECE s Member of groups
zer D #1003 Admin
Ilzer name adrin
Paszword T
Full narme
Auto logaut Min. Delete fram Group
Uzer group ity - &dd ta Graup
12. Click Close.
13. Select File -> Protect Objects.
14. In the List of Protect objects section, select Protect - 4 - Global and select the two

check boxes:

¢ Can send commands
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15.

16.

e Canopen diagrams and area

Protect Objects

Exercise — Safe Commands and IGSS Audit Trail

Lizt of Protect objects

&7

Fratect
Fratect
Fratect

Protect

Global
Global
Global

Glabal

[7] Can acknowledge alarms
[7] Can update zet points
[ | Can update alarm limits
™| Can update strings

[7] Can update tables
an open diagrams and areaz

an zend commands

’ Update list l [ Delete l
[ Hierarchical
Click Close.

Select File - > Exit.
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IGSS Online Training Exercise: Safe Commands and IGSS Audit Trail

Step 3 - Define the Safe Commands from the Definition module

Now we have to associate the Protect object and the Safe Command to an IGSS object.
To define the safe commands:

1. Open the Definition module.

2. In the Temporary Login dialog box, log in as administrator:

e Temporary user = Admin
e Password =admin
¢ Click OK

Y'ou do not have sufficient rights for the selected operation.
Y'ou can let another uger do the operation or cancel the

operation

Temporany uzer Adrmin
Pazsword T
M ake new uzer permanent; ]

Help ] [ 0k, ] [ Canicel

3. Go tothe area Plants and open the Refuse Disposal diagram.

4. Right-click the object p3 and select Properties.

B2 Definition [c\programaatah/tgss32\e.0\gssdemahengidemo igss80.cim — [ s

File Edit View Format Area Disgram Graph Template Objects UserPrograms Tools Views Window Help |

2 {Training} Refuse Disposal (=5 [ich~~]

o — S
—

pl

Align

Change Font...
Cut

Copy
Paste »
Delete...

New »
p1 p2 Object Creation by Wizard...

Temperatures
Connect...

(e sTOP (e sToP Disconnest
Recennect

(" START (" START
View VBA Code
Delete VBA Code...

DIGITAL Global Water pump Rroperties., | OFF
L
For Help, press F1 350,510 1280x905 22-06-2009 15:0347
= _
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Exercise — Safe Commands and IGSS Audit Trail

5. Select the Data Management Definitions tab.
6. In the Protection drop-down box, select Protect.

7. In the Safe Commands drop-down box, select Conf. Password.

p3 @ Global - Water pump l . u " X
| ChangeState | BitMapl/0 | Aamin/AckBt | Command/StateCorfig | Layers
Data Management Defintions | Display | Edit Mapping | Calculation | Report Format | Symbel Definition
Scan interval Logging
@) 2000 © 10000 i@ All changes =1 %
(71 All values 2%
i) 5000 i@ 30000 () Mone =5 %
= 10
X : / NDFIE ||-| ITIi||iSEl35. LDg Dutgning Cnmmands
[] Log to SGL Database
Base interval Data reduction Transfer to histony
@ 2 & 10 [JAverage @ Reduced value
9 i [CIMinirmum _
[JMepimum () Actual total value
@5 30 []5um () ldealized total value
[ |Actual 71 None
O None s e
- or 8ac a
[IDifference reduction method

[ Log to printer Alarm delay [] | sec.

Protection Safe commands Scale az Connect to
Protect ~ | Corf. password (Unused) -
IUser defined entric gqn?'lrf-liﬁ']ll'l

Corf. 2 users

Ilze pipe (jto del
Ise semicolon ;) to delimit multiple commands

Prefic focd] to display oo in the command menu otherwise text up till first space is used
In parameter list 30 will be substituted with object name and $A with area

[ ok || cCancel || Hel

8. Click OK.
9. Save and install the configuration.

Step 4 - Testing the Safe Commands from the Supervise module

1. Start the Supervise module.
2. In the Temporary Login dialog box, type the credentials for the administrator:

e Username = Admin
e Password = admin
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I

You da not have sufficient rights far the selected operation.
Y'ou can let another uger do the operation or cancel the
operation
Temporany uzer Adrmin
Fazsword P
M ake new uzer permanent; ]
Help ] [ 0k, ] [ Canicel
3. Click OK.

4. Go tothe area Plants and open the Refuse Disposal diagram.

5. Click on the object p3 and select STOP.

Supervise =TT =
File Edit View UserProgams Area Diagram Greph Tools Server Views Window Help .
P 125 p3: Command = START MR ‘
T [Training} Refuse Disposal [o] = =
m EI%%, T
1
) =
vii b
=2 [ -
OPEN
vi2 f
o :
OPEN
Ul
vig
. —
p3
sToP
st b
Inhibit Alarms ...
Wiew Events...
Maintenance Jobs...
Object Note ...
Pl P2 Watch Object... Temperatures
Properties...
(@ sTOP (@ stop
("~ START ("~ START (" SsTART

For Help, press F1 22-06-2009 15:26:17

The Safe Command dialog box now appears.

6. Type in the user name and password and click OK.

e Username = Admin
e Password = admin
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p3 @ Training - Water pump

Exercise — Safe Commands and IGSS Audit Trail

| m——

Y'ou are about to 2end a command to:

Mame:  p3 @ Training
Desc: Water pump
Atorr; Command

Current state;
OFF

Command to be zent;
START

Performed by

zer name:  Admin

Pasgword: | weees|

Do you want to continue?

] 4 ] [ Cancel

Conf. 2 users

If the Conf. 2 users safe command has been selected for the object in the Definition
module, the dialog box below will appear when we want to send a command to the object.
Thus two operators must enter their user names and passwords, before the command is

sent.

(B e S|

p3 @ Training - Water pump SESE————

o are about to zend a command bo:

Mame:  p3 @& Training
Desc: ‘Water pump
Abom: Command

Current state:
OFF

Command to be sent:
START

Performed by

Uzer

LLY L

(]9

Iser name;  admit

Cancel
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3.1 Setting up the SQL Server for Audit Trail

Exercise 2: Record User Actions in the Audit Trail

1. Double-click the file Audittraildb.sql in the [IGSS installation path]\SQL folder.

Default path is C:\Program Files\7T\IGSS32\V8.0.

Exercise: Safe Commands and IGSS Audit Trail

OS(C:) » ProgramFiles » 77 » IG5532 » VWEO » SQL

- |¢¢ | | Search

Favorite Links

EE. Documents

<IONIK

‘ Organize =

EE Pictures
!I_J Music
More »»

Folders
; Documents
| Drivers
J 1555 Cenfigs
J inetpub
, Martins
J Perflogs
| Private

J Program Files

T
J IG55.NET
) 135532
L V1.0
V&0
. 3rdParty
. Acrobat
. gss
. Hardlock
. 1G553%ymbaolLibrary
J, Samples
. 5QL
. Tutorial

Cavrar

m

Views = ‘__,.:. Open = (& Bumn

=
MName

= audittraildb
=y hdmdb

[y logdb
2y mntdb

Date modified

15-06-2009 15:20
20-01-200513:54
07-01-2005 16:05
07-01-2005 16:23

Type

Microsoft SQL Ser...
Microsoft SQL Ser...
Microsoft SQL Ser...
Microsoft SQL Ser...

Size

2KB
2KB
1KB
3KB

2. By default, this will start the Microsoft SQL Server Management Studio, if you selected to
install an SQL Server during IGSS installation. Of course, you can also use the full version
of Microsoft SQL Server.

Choose the correct SQL server instance under Server name. If you only have the default
SQL Server installed by IGSS, the name is [ComputerName]\SQLEXPRESS.
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ﬂi-J Connect to Database Engine

Exercise — Safe Commands and IGSS Audit Trail

e e

Microsoft fl':* [ Mﬂi%ws Server System
SQL Server 2005
Server name: PFR-VISTAIZNSQLEXPRESS -
Authentication: Windows Authertication -
JTDKMNPFR
Connect ] [ Cancel ] [ Help ] [ Options = ]

Click Connect and then Execute which will execute the SQL script. Under Messages,
there should be 1 line saying "1 Row(s) affected". If there are more lines, an error has

occurred. Troubleshoot the error and repeat this step, once fixed.

Start the System Configuration module and select the IGSS server or single user

station.

On the Files tab, under Audit Trail, click the SQL Settings button.
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Exercise: Safe Commands and IGSS Audit Trail

[] 1555 - System Configuration c\igss configs\wB\dema'demo

Dﬁlg

File Edit View Tools Help

BEeE BeRillEx & % E

Configuration name: demo Supervise & Language | Startup | Data Collection I Reports
Q Station Corfiguration | Files | Access Control I Alam
Data size
Save data for Auto delete Initial size Cument max.
Alam files 13 manths 24 KB KE
Logfiles 24  hours 50 KB KE
BCLfles (90 | days B
Reduced data (Genhdm.mdb) Ao deiete Extemal database
Houry values 12 maonths S0L Inactive
Daity values g years ’ SGL Settings...
Maintenance data LOG data Audit trail
SGL Inactive S0L Inactive S0L Inactive
SGL Settings... ] [ SQL Settings... ] [ S0L Settings... ]
Automatically backup
Select backup folder
Browse. ..
Files to backup
Alamm files Log files BCL files Diashboard files
HOM fileg MMNT files MoteDE files
For Help, press F1 MUM

6. Select the check box Write audit trail value to SQL Server and click the Database

Setup button.

SQL Server Settings

LD [

Settings for audit trail database

[¥]3aftite audit trail value to SOL Server

Authenticatian
Data zource

Initial catalog

D atabaze Setup .. I

Mat Specified
Mot Specified

] ] [ LCancel

Page 15 of 23




Exercise — Safe Commands and IGSS Audit Trail

7. In the Data Link Properties dialog box, select the SQL Native Client data source.
Click Next >> .

£F | Data Link Properties ﬂ

Provider |Cnr1nectiur1 | Advanced | Al |

Select the data you want to connect to:

OLE DB Providen(s) i

Microsoft OLE DB Provider for Analysis Services 5.0
Microsoft OLE DB Provider For Data Mining Services
Microsoft OLE DB Provider for Indexing Service
Microsoft OLE DB Provider for ODBC Drivers i
Microsoft OLE DB Provider for OLAP Services 8.0
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server
Microsoft OLE DB Simple Provider

M5 Datashape

QLE DB Provider for Microsoft Directony Services

SQL Mative Client B

1| 1] [ r

m

1

8. Do the following:

Step 1: Set the Data Source to the same instance as the one we chose when we started
the SQLServer Management Studio, for example, IGSS-PC\SQLEXPRESS.

Step 2: Set user access to Use Windows NT integrated security.
Step 3: Set the Initial Catalog to AUDITTRAIL.

Step 4: Click Test Connection to test that the connection is working. If successful, then
click OK.
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IGSS Online Training Exercise: Safe Commands and IGSS Audit Trail

£F | Data Link Properties ||
Provider | Connection | Advanced | Al |

Specify the following to connect to this data:

1. Enterthe data source and/or location of the data:
Data Source: PFR-VISTAIZ\SQLEXPRESS

2. Enterirformation to log on to the server:
@ Use Windows NT Integrated security

(") Use a specific user name and password:

3. Enter the initial catalog to use:
ALUDITTRAIL -

| ok || cancel || Heb

9. Verify that the SQL Server Settings dialog box has these settings and click OK.

S0L Server Settings |
Settings for audit tral database
YWirite audit brail value ta SOL Server Databaze Setup .. ]
Authentication
Data source PFRAISTAIMNSOLEXPRE
|nitial zatalog AUDITTRAIL

] ] [ Cancel

10. Finally, click the Access Control tab.

11. Enable the audit trail by selecting the Keep a record of all user activity in an audit
trail database check box.

Then select the activities you want to store in the audit trail database. Select the

Comment required check box, if you want to force the user to enter a comment for
this type of operation.
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Exercise — Safe Commands and IGSS Audit Trail

[]] 1555 - System Configuration c\igss configs\w8\dema’demo

=E)

Eile Edit View Tools

Help

= ]

3 = T N2

Configuration name: derno

Supervise & Language | Startup I

Data Collection | Reports

Q DemoStation

Station

| Corfiguration |

Files Alam

| Access Caontral

Access caontral
["|iDisable access control:

[] Monitor mode only
[7] Save latest user logged in

Allow pemanent user login
11555 version & style login

Force user login at program startup

Bemove

Keep a record of all user activity in an audi trail database

Activity: Store audit trail Comment required
Output
Limits
Access
Motes and ack's
Data management
System
AMlamm Management System and Super Alam server settings
Users: [] Disable AMS inteface
TCP/IP part
12399
Edit...

Default Part

For Help, press F1

MU

User administration and Audit Trail

Audit Trail really only makes sense, if you have users logged in. This will allow you to record

exactly what happened and who did it.

Therefore, we recommend that you do the following before starting the audit trail:

Define the relevant users and user groups in the User Administration mod

Clear the check box Disable access control on the tab above in
System Configuration.

ule.

Make sure that users are logged in permanently, while they are using IGSS. If a user

is only temporarily logged in, he will be prompted for his user name and password,

everytime the Audit Trail needs to record an activity.
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3.2 Auto-starting the Audit Trail

Once you've set up the SQL Server for the Audit Trail, you will probably want to automatically
start the module everytime the user starts the IGSS project.

To auto-start the Audit Trail:

Open the System Configuration module.

Select the relevant IGSS station.

Click the Startup tab.

Under Auto start, select the Audit Trail check box.

Repeat steps 2-4 for all the stations where you want Audit Trail to start automatically.

o kW=

In the File menu, select Save and Exit.

With the auto start option enabled, the Audit Trail module will now be started with the
configuration and closed when the configuration is stopped.

3.3 Understanding the Audit Trail window

Before you start using the Audit Trail module, we recommend that you take a few minutes to
get familiar with the user interface.

The picture below shows the user interface elements of the Audit Trail window.

- - Y P>
ST iome The Application button The ribbon The Action list J o
FRefrash Today ; Output (Al Users) -
AddNote | | po Srew UTE \U“' “t" " | save As View
Approved By - c
Noke: Contents Filer Views
Date Type Subtype Station Liser Ama Obsact Atom Value Sting Note Comments Approved by Sl |
27072005 13:34.05 | Output Command DemoStation | User Cases CsSUTS501 | O 2 Manuel Start | Command sent
i 2707-2009 13:34:42 | Alam Acknawledge | DemoStation | User Global Syatem Alam acknoiwedged |
2707-2009 13:34:48 | Mam Acknowledge | DemoStation | Llser Cases FI-5FHT Mam acknoiwedged !
2707-2009 13:34:48 | Alarm Ackrowledge | DemoStation  User Cases THEOW Alarm acknohwedged 3
Z707-2009 13:34:47 | Alamm Acknowledge | DemoStation | User Trminng | g3 Alarm acknoiwedged
2772009133401 | Output | Command DemoStation | Lser Cases CSUTS01 | O 1 Manuel Stop | Commeand sent
e T
2707-2005 13:34:48 | Alom Acknawledpe | DemoStation | Lser Training | a1 Alarm acknoiwedged
27072009 13:34.05 | Output Command DemoStation | User Cases CsMv2il | 0 2 Manual Clese | Command sent
27-07-2009 13:34.37 | Alam Adnowledge | DemoStation | Llser Cases TI-SPHT Aarm acknolwedged i
B - -

Here is a short description of each element in the user interface.

Element Description
Application
button When you click the application button, a menu will appear.

The functions allow you to print and set up print options.
The Options item allows you to set up various global settings for the module.
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Exercise — Safe Commands and IGSS Audit Trail

Element Description

F

.:.’i}\

Page Setup...

@ Erint...

'E.JEE' Print Preview...

L i s

| (] Options|| €3 Exit|}

The ribbon "The Home ribbon" on page Error! Bookmark not defined. includes all the
functions you need to operate the Audit Trail.

Action list "The Action list" on page Error! Bookmark not defined. shows all the
recorded system and user actions for the current view period.

3.4 Choosing the view period

To get you up-and-running with the Audit Trail as fast as possible, we have developed a series
of examples based on the IGSS Demo Configuration.

If you start with this topic, you can move through the examples step-by-step as if you were
operating a real plant.

Precondition: The Audit Trail module must have been set up for saving data in the IGSS SQL

Server, before you can perform this procedure.

1. If the IGSS Demo Configuration is not activated, open the System Configuration
module.

2. In the File menu, select Open Demo Configuration and then select File and Save
and Exit.

3. In the IGSS Start menu, activate the IGSS Starter module. The IGSS Demo
Configuration will now be automatically started.

In the File menu of Supervise, choose Login.
Log in as the administrator user: User name = admin and Password = admin.

Let's do some user actions to get some information into the Audit Trail.
Click the Customer Cases button, thenclick the District Heating graphic.
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7.

11.
12.
13.

14.

Exercise: Safe Commands and IGSS Audit Trail

Click the motor symbol in the upper left corner of the mimic diagram.

73.8 mVS
00,1 °C

In the command menu, select the first command named Auto.

Repeat step 6, only this time sending the command Manual.

Repeat for the commands, Manual close and Manual open. The Audit Trail should now

look like this.
Date Type Subtype Station User Area Chject Atom Value String Mote Comments ~+ Approved by
27-07-2009 18:04:06 Command DemoStation 1] Manual Close = Command sent
2707-2009 18:04:08 | Output Command DemoStation | admin Cases CSMVZ20Z2 |0 3 Manual Open | Command sent
27-07-2005 18:04:01 | Cutput Command DemoStation | admin Cases CSMV202 | 0 [1] Auta Command sent
27-07-2005 18:04:05 | Output Command DemaoStation | admin Cazes CSMv202 | 0 1 Manual Command sent

Now stop the system from the IGSS Starter.
Start it again by hitting the Start button.

Let's change the view period. Inthe Period drop-down list, choose 2 hours back.

Start time and time span EI

Start and end time
Start time and time span
End time and time span

This hour
Last hour

1 hour back
2 hours back

Today
‘Yesterday
24 hours back

This week
Last week

This month
Last month

This year

Last year

Now we have the right view period and some actions in the Action list. Let's continue with

"Filtering the Audit Trail" on page 22.
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Exercise — Safe Commands and IGSS Audit Trail

3.5 Filtering the Audit Trail
We are now ready to filter the Action list.

1. In the Home ribbon under Filter, do the following:

e Under Type, select System.

We are now seeing the system stop and start actions.

Date - Type Subtype Station ser Area Object Atom Value String Mote

27-07-2009 18:14:52 DemaoStation System started by user

2707-2009 18:14:49 | System Stop DemoStation | admin System stopped by user

2. Change the Type filter back to (All).
3. Under User name, select the admin user.

The Action list should now look like this.

Date - Type Subtype Station User Area Ohject Atom WValue String Mote

27-07-2009 18:04:08 = Output Command Diemao Station CS.MV20Z2 | O Manual Open  Command sent
27072009 18:04:06 | Output Command DemoStation | admin Cazes CSMVZ0Z | O 2 Manual Close | Command sent
27072009 18:04:05 | Outpurt Command DemoStation | admin Cases CSMVZDZ | O 1 Manual Command sert
2707-2008 18:04:01 | Output Command Demo Station | admin Cases CSMV20Z2 [0 [i] Auto Command sent

4. As the next step we want to learn how we're "Saving and applying views" on page 22

3.6 Saving and applying views
A View in the Audit Trail is a saved filter. You can save as many views as you need.

1. Our current filter shows all actions taken by the admin user. Let's save it as a view.

2. Click the Save as View button.

3. Typethe view name Admin user (All) and click OK.

Date - Type Subtype Station User Area Ohject Atom WValue String Mote

27-07-2009 18:04:08 = Output Command Diemao Station CS.MV20Z2 | O Manual Open  Command sent
27072009 18:04:06 | Output Command DemoStation | admin Cazes CSMVZ0Z | O 2 Manual Close | Command sent
27072009 18:04:05 | Outpurt Command DemoStation | admin Cases CSMVZDZ | O 1 Manual Command sert
2707-2008 18:04:01 | Output Command Demo Station | admin Cases CSMV20Z2 [0 [i] Auto Command sent

4. The next step is learning how we're "Adding a user note" on page 22

3.7 Adding a user note

A user note is a general note to the other users of the system. A user note is not tied to any
specific object.

The user must be logged into the system in order to create a user note.
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Click the Add Note icon.

2. Enterthis text in the note field:
Call the service technicians. We need to maintain those pumps now.

Audit Note T -

Specify @ note for the audit trail database:

Call the service technicians. We need to maintain those pumps now.

oK ][ Cancel

3. Click OK. The user note now appears in the Action list. Notice that the note text itself is
shown in the Comments field.

4. The next step is optional, but useful if you are using the IGSS Dashboard module.
You will learn how to "Presenting Audit Trail information in the IGSS Dashboard" on
page Error! Bookmark not defined.

You have successfully completed the Audit Trail exercise.
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