% IGSS

Safe Commands and IGSS Audit Trall

Speaker Notes

0 % INSIGHT
5 AND
OVERVIEW



List of topics (Safe Commands)

What is a Safe Command?

Define users in User Administration
Safe Commands in Supervise

Safe Commands in Definition
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What Is a Safe Command?

If you want to secure that operator commands on certain objects are
safeguarded against faulty use or unauthorized use,
apply Safe Commands

Safe commands come in three flavors:

* Confirm —
» Confirm with password Confirm password and Confirm 2 users only
make sense, if you have user administration

» Confirm 2 users enabled.

Objects can be protected both with Protect
and Safe Commands.
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Define users in User Administration

1. Open the User Administration module.
2. Enter user name = admin and password = admin.
3. Inthe File menu, select Users and Passwords.
4. Explain that two users have been set up for the Demo.
Login Users an d Passwor ds
IJzer name admin ’ Delete L ]
Password ~ wewes | [ Mew User |
[ Ok ] ’ Cancel
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Safe Commands in Supervise

Click News in IGSS V8 > Safe Commands
Three types — Confirm, Confirm with password, Confirm 2 Users.
Click on the first and third pump.

B W e

Explain the options and remember to mention User Administration.

Confirm CLOSE |

The operator must confirm the command before it is sent to the process PLC OPEN

Confirm by Password CLOSE |

Operators must give user name and password in order to send PLC commands OF’EN

Confirm by two Users CLOSE

Twio operators must give user name and password to send PLC commands l%

The three valves to the right are protected by safe commands. Try to send a

command to each, to see the effects of safe commands. Username = user / adrin
Fassword = user / admin




Safe Commands in Definition

1. Open the Definition module.

2. Goto News in IGSS V8.

3. In the View menu, select Safe
Commands.

4. Right-click the third valve and
select Properties.

5. Click the Data Management
Definitions tab.

6. Show that Confirm 2 Users Is
selected, but could be
expanded
with the Protect object.
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List of topics (Audit Trail)

IGSS Audit Trail

Set up Audit Trail

User logs in

All user activities are recorded
Change the view period
Create filters and views
Create a user note



Set up IGSS Audit Trail

1.
2.
3.
4.
5.

Open System Configuration.

Click the Files tab, then SQL Settings under Audit Trail.
Set up the SQL Server according to the help file.

Go to the Startup tab and enable Audit Trail.

Go to the Access Control tab and select the relevant settings
under Audit Trail.

SOL Server Settings @ Access control

[ ata management

[7] Dizable access contral Allow permanent user login
Settings far audit trail database [ Monitor mode oy [T] 01d style login
Wirite audit trail value to SAL Server [ Databaze Setup .. ] Save latest user logged in Force user login at program startup
Authentication P
Audit Trail
Data source PR TS EARA Keep arecord of all user activity in an audit trail databaze
Initial catalog ALDITTRAIL Activity: Stare audit trail Comment reguired
Output E
Lirnits
] l l Cancel 0
Access 0o
Motes and ack's ]
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Restart IGSS and log In " o

1. Stop and start IGSS.
2. Login as the admin user.

Lagin

QIGSS

DEMO SYSTEM

01000-00-<-0-1-0339 - 8.00.00
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All user activities are recorded

. Go to Training > Refuse Disposal.
. Start/stop the pumps and change the set point of t1.

. Activate the IGSS Audit Trail module.
. Explain what we see in the Action List.

G.,.-g IGSS Audit Trail - = X
Home L)}

1
2
3. Logoutandlogin as user.
4
5

. -1 st l02.05. - - ) . .
Refresh Today Start |02-08-2003 00:00:00 2 Type Station Name e
- Span | %:36:09 (0 days + Reset A © ©
o e Show UTC pan [0 daps] Ri set Arez User Name Views
End |02-08-2003 03:36:09 +1| [ Now|| Objec! ~| .. Approved By - hd
Note Contents Period | Filter

Date w Type Subtype Usger Area Obiject Atam Value String Mote Comments Approved by
Access | Logout DemaStation | admin User lagged out

02-08-2009 09:30:45 | Output Setpaint DemaoStation | admin Training | t1 2 10 10.0°C Setpaint changed

02-08-20093 09:30:37 | Output Command DemaoStation | admin Training | w11 o o CLOSE Command sent

02-08-2009 09:30:33 | Output Cormmand DermaStation | admin Tiaining | p2 a 1 START Cormmand sent

02-08-2009 09:29:40 | Output Cormmand DemaStation | admin Global news_controlling_object | 0 3 Safe Commands | Command sent

02-08-2009 09:29:38 | Output Command DemaoStation | admin Global news_contraling_object | O 2 Pulze Button Command sent

02-08-2009 09:25:26 | Limitz High alamn DemaoStation | admin Training | t1 o 12 120°C High alarm changed

02-08-2009 09:23:18 | Output Cormmand DermaStation | admin Tiaining | p2 a 1 START Cormmand sent

02-08-2009 09:27:47 | Access | Logn DemaStation | admin User lagged in




Change the view period

1. The default period is Today.
2. Change the period to Yesterday.
3. Go back to Today.

‘. 1G55 Audit Trail
Home
s @ Refroep, || VEsterday | Start [01-08-2009 OO0 | Type ~| Station Name
T A Show UTC Span | 24:00:00 (1 day] = Fieset A.rea = LUser Name
End |02-03-2003 00; 000 z Now|| Objec v | ... MApproved By
Mote Contents || Period | Filter
Type Subtype Station |Jzer Area Object Atom Walue String Mate
Output Command DemaoStation Global ontroling_object 4 Audit Trail Command sent
01-08-2009 215222 | Output Command DemaoStation Global news_controling_object | 0 3 Safe Commands | Command sent
07-08-2009 21:28:19 | Output Command DemoStation Global news_controling_object | O 5} Fanning Command zent
01-08-2009 21:28:03 | Output Command DemaoStation Global news_controling_object | O 7 More Features Command sent
01-08-2009 21:27:06 | Output Cormrmand DemaStation Global news_caontroling_object | 0 5 Fanning Caommand sent
01-08-2009 21:0%:76 | Output Cormmand DemaStation Global news_controling_object | 0 1 Dazhboard Caommand zent
01-08-2009 21:06:54 | Output Carmrmand DermaStation Global news_caontroling_object | 0 0 Layers Cammand zent




Create a filter

1. In the Home ribbon under Filter, choose
Output under Type and admin under User.

‘. IGSS Audit Trail - = x
Home L))
PR = D oy — = N ) .
@ Refaa || 1O Start02-08-2009 000000 B Type Output Station Name o

S Show UTC Span | 3:42:31 [0 days] | Reset Area T User Name >

Add Mote Freeze Views
End |02-08-2003 054231 | 1 Mow|| Object ~| ... Approved By - -
Mote Contents Period Filter

» Tupe Subtype Station [RE Area Object Atom Walue String MHote Comments Approved by

Output Setpoirt DemoStation | admin Training |t 2 10.0°C Setpoint changed

02-08-2009 09:30:37 | Output Command DemaStation | admin Training | +11 1] 1] CLOSE Command zent
02-08-2009 09:30:33 | Output Command DemaStation | admin Training | p2 1] 1 START Command zent
02-08-2009 09:23:40 | Output Command DemaStation | admin Global news_cantroling_object | 0 3 Safe Commands | Command sent
02-08-2009 09:23:38 | Output Command DemaStation | admin Global news_cantroling_object | 0 2 Pulze Button Command zent
02-08-2009 09:23:18 | Output Command DemaStation | admin Training | p2 1] 1 START Command zent




Create a view

1. In the Home ribbon under Views, click the
Save as View button.

2. Name the filter, Admin user (Output).

Wiew name g
Admir wser [Jutput]

[ This is the default view used when AuditTrail is started

[ ok J [ Cancel




Create a user note

In the Home ribbon, click the Add Note icon.
2. Enter the note.

This is a general note for the configuration which is
not tied to a specific object.

Audit Note - = X

Specify a note for the audit trail database:
This is an operator note created from the Audit Trail program.

0K || Cancel




Further information

Please refer to the Audit Trail help file.

(2 1G53 Audit Trail =nEe= ==
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Audit Trail Help
IGSS Version 8.0

Useful web links




