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Topic Description

User Administration Create users and user groups.

Safe Commands Secure critical objects with safe commands.

IGSS Audit Trail Record all user actions in the Audit Trail.



User Administration



What is User Administration ?

• The User Administration program is the (optional) 
security module, which can be set up to prevent 
unauthorized access to the IGSS system

• It consists of three types of security schemes. 
These are:

1. User Groups/Users and Passwords

2. Protect object - security for individual objects

3. Exclusive control - string for individual PC 
workstations



User Groups/Users and Passwords

• The User Administration program is set up for the 
IGSS configuration/project, which has been selected 
in the System Configuration program, i.e. the so-
called active configuration.

• We’ll start by looking at the first protection scheme, 
User Groups/Users and Passwords.



User Groups set-up

• Groups are created one at a 
time by using the Add 
Group button

– ▲ A new group is displayed in the All defined 
groups box as a question mark ? followed by 
4 digits.

– ▲ This notation can be overwritten with text 
by highlighting it and then keying in text in 
the Group Name field.

• Default diagrams – select a 
start-up diagram for each 
user group.

• Global Rights – select one 
or more rights for each 
group (next slide).

• Protect object rights level 
can be selected for each 
user group (later slide).



User Groups: Global Rights
Adminin group

(Bob)

OpDay group

(Jim)

OpNight group

(Pat)

Can define

Can start the Definition program,

change settings in System Configuration

and create/edit Maintenance jobs.

Can administer

Can start the User Administration

program.

Can use system commands

Can start and stop the configuration.

Start/stop of data collection and logging.

Can use portal

Can access the IGSS Internet Portal.

Can define WinPager settings

Can access the WinPager program to 

create users, change settings, etc.



Users and Passwords
STEP 1:

Click New User

to create a new user.

STEP 2:

Enter the user’s

details. Auto logout will

log the user out after

xx minutes of inactivity; if 

necessary, the inactive user 

can also be disconnected 

from the server (setting in 

System Configuration). 

STEP 3:

Remember to select a group for

the user in the User group drop-down list

and complete by clicking Add Group.

}



Users and Passwsords: 

set up complete

• The first security scheme has now been set up and can  be enabled 
without using the two other schemes:

– ▲ Protect object

– ▲ Exclusive control

• To enable security, clear the check mark for Disable access control
on the Access Control tab in System Configuration



Protect object 

• With the completed set up of User Groups/Users 
and Passwords it’s now possible to further 
implement security by using the Protect object
scheme.

• In addition to preventing unauthorized access to 
the IGSS system itself, we can also prevent 
unauthorized access to one or more objects in the 
IGSS configuration/application.



Protect object: setting up (1)

• You must make sure that the Protect object is 
properly set up in the Definition program.

• Use Open by Name…to call up the Object Browser
and locate and open the Properties tabs for the 
object called Protect.

• Go to the Change State tab and under States: select
Security level 4 and click OK.

• Remeber to Save and Install Configuration.



Protect object: setting up in Definition (3)

STEP 1:

Double-click the object symbol.

STEP 2:

On the Data Management Definitions tab,

select the Protect object in the

Protection drop-down list.

IMPORTANT:

Only objects that are actively protected

are covered by the user administration

rights. You can thus choose to leave some

objects unprotected.



Protect Objects menu

Protect Objects dialog box:

User group rights are defined here.

For each level select the rights to allocate.

In User Groups, the appropriate 

security level is assigned to each 

user group by selecting the level 

under Protect object rights



User Administration enabled and 

Protect object used: How it works

User tries an operation on a protected IGSS object

In Supervise, user logs in (Fi le > Login)

Does the user have the right

to do the operation ?

Temporary Login

dialogue appears

NO

Operation is carried out

User with necessary

rights logs in

YES



Exclusive Control scheme

What is Exclusive Control ?

The use of Exclusive Control allows system designers to set up this security 

scheme on  one or more workstations. The objects in the configuration that have the 

Protect object attached are then controlled only from a workstation set up with the 

exclusive control feature. 

Technically, linking a string object to a Protect object accomplishes this. The feature 

can be used on multiple workstations, each controlling their own collection of objects. 

For this purpose, multiple Protect objects have to be created.

Why Exclusive Control ?

Exclusive Control adds an extra “layer” of security to the system. Controlling objects  

in the IGSS configuration, which have been bound to the special Protect object, is 

now limited to a specific workstation/PC in the network. 

NOTE: The use of Exclusive Control assumes the use of the two other security 

schemes, i.e. User Groups/Users and Passwords and Protect Objects.



Defining exclusive control
STEP 1:

Define a string object and type the 

string that gives exclusive control 

(here it is ”GiveMeControl”)

STEP 2:

Link the string object to

the Protect object by choosing

its name in the ”Connect To”

drop-down list.

STEP 3:

In User Administration, map the string

to the relevant workstation(s)



Exclusive control in Supervise



Student Exercise

When finished with the exercise, you should test your 
results by starting the IGSS Demo configuration and 
loging on and off as the different operators, you 
created in the exercise.

Do Exercise 11 in the Exercise booklet.



Safe Commands



Safe Commands - Supervise

Before IGSS 8 After IGSS 8

Command was
executed immediately.

Command can be
set up to be a safe

command.



Three types of safe commands

Confirm

Confirm password

Confirm 2 Users

User must confirm

by clicking OK.

User must with

user name and

password.
Two users must confirm

with their user names and

passwords.

NOTE:
Confirm password and Confirm 2 users only
make sense, if you have user administration 
enabled.

Objects can be protected both with Protect
and Safe Commands.



Safe Commands in Definition

Can be set on the individual object …

… or using Property Table View



IGSS Audit Trail



The Audit Trail window


