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What i1s User Administration ?

The User Administration program is the (optional)

security module, which can be set up to prevent
unauthorized access to the IGSS system

It consists of three types of security schemes.

These are:

1. User Groups/Users and Passwords

2. Protect object - security for individual objects
3. Exclusive control - string for individual PC

workstations
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User Groups/Users and Passwords

 The User Administration program is set up for the
|GSS configuration/project, which has been selected
in the System Configuration program, i.e. the so-
called active configuration.

 We'll start by looking at the first protection scheme,
User Groups/Users and Passwords.

% User Administration - Demo

Llser Groups ...
Praotect Objecks ...
Idsers and Passwords ...
Exclusive Control ...

Reports...

Exik



User Groups set-up

Groups are created one at a
time by using the Add
Group button

A A new group is displayed in the All defined
groups box as a question mark ? followed by
4 digits.

— A This notation can be overwritten with text
by highlighting it and then keying in text in
the Group Name field.

Default diagrams — select a
start-up diagram for each
user group.

Global Rights — select one
or more rights for each
group (next slide).

Protect object rights level
can be selected for each
user group (later slide).

User Groups

All defined groupz

Admin Add G
OpDay roup
OpMight
Delete Group
Selected group
Group Mame Global Rights:
Adrin | Can define
. 7 ..
Default diagrams Can administer
. Can uge systems commands
re
- Can uze partal
|D VVVVVV " b | Can define WinPager zettings
Diagrams in area

17T products Pratect object rights
[CDizplay_Types

Area - Pratect object - level

[Global - Frotect - 1
[CIPlantT ypes [Global - Pratect - 2

[JGlobal - Protect - 3
[w]Glabal - Pratect - 4

bdan no. of diagramsz that can
be open simultaneoushy: 5




User Groups: Global Rights

Adminin group OpDay group OpNight group
(Bob) (Jim) (Pat)
[alabal Rights: [alabal Rights: Global Rights:

Can define [] Can define [ ] Can define

Can adminizter [] Can administer [ ] Can administer

Cah uze systems commatds Can uze systems commands [ ] Can uge systemns commands
Can uze portal [] Can uze portal [ ]Can uze portal

Can define ‘WinPager settings [] Can define winPager settings [] Can define WinPager zettings

Can define

Can use portal

Can start the Definition program, Can access the IGSS Internet Portal.

change settings in System Configuration
and create/edit Maintenance jobs. Can define WinPager settings
Can administer Can access the WinPager program to

Can start the User Administration create users, change settings, etc.

program.

Can use system commands
Can start and stop the configuration.
Start/stop of data collection and logging.



Users and Passwords

% User Administration - Demo STEP 1:
Click New User
User Groups ... tO Create a New user.

Prokect Objects ...

Isers and Passwards ..,

Users and Passwords
Exclusive Contral ...

Reports Ligt of defined Users
[ Delete User ]
Exit .lJ::mt
i [ Mew User ]
STEP 2:
Enter the user’s S
. . Member of
details. Auto logout will U (71000 | o S
log the user out after User name Biob |
XX minutes of inactivity; if Password m |
necessary, the inactive user Full name
can also be disconnected Auito lagout Vi Deslete from Group
from the server (setting in et o | . ¥ Add to Group
System Configuration). \
STEP 3:

Remember to select a group for
the user in the User group drop-doyvn list
and complete by clicking Add Group.



Users and Passwsords:

set up complete

The first security scheme has now been set up and can be enabled
without using the two other schemes:

— A Protect object
— A Exclusive control

To enable security, clear the check mark for Disable access control

on the Access Control tab in System (

fileln

lonfiguration

Ezs control

v
-

v
-

'Dizable access contral v Allows permanent user login

Manitor kade Only [ IGSS wersion 8 style login

Save latest uzer logged in



Protect object 9‘ o

* With the completed set up of User Groups/Users
and Passwords it’s now possible to further

implement security by using the Protect object
scheme.

* |n addition to preventing unauthorized access to
the IGSS system itself, we can also prevent
unauthorized access to one or more objects in the
IGSS configuration/application.
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Protect object: setting up (1)

* You must make sure that the Protect object is
properly set up in the Definition program.

« Use Open by Name...to call up the Object Browser
and locate and open the Properties tabs for the
object called Protect.

—1

« Go to the|Change State tab and under States: select
Security [evel 4 and click OK.

 Remeber|to Save and Install Configuration.

Protect - Controls current security level 0 tc |5

21|
Data Management D efintions Edit Mapping Calculatio
Change State | Bit Map 140 &larm [hAsck Bit
Name : | Protect PROTEET
Desc. |En:nntrn:nls current gecurity level 0ta &
Commands : States :
~ Securityjevel 2 #
I 3 Securiblevel 3 i
a Set gecurity level 2 = i
ose Set zecurity level 3 bt Fully secured M




STEP 1. IMPORTANT:
Double-click the object symbol. Only objects that are actively protected

STEP 2:
On the Data Management Definitions tab,
select the Protect object in the

Protection drop-down list. \

O Mane  Inming.
[CDifference

For each data
reduction method

[ Lo to prirter Alarrn defay ] EI 360,

Protection Scale as

Uzer defined entries for command meru

Connect to

Use pipe [I] to delimit multiple menu entries
Usze gemicolon [;] to delimit multiple commands

Prefis [#=x] to dizplay x2% in the command menu otherwise text up till first space is used
I parameter list $0 will be substituted with object name and $& with area

are covered by the user administration
rights. You can thus choose to leave some
objects unprotected.

p1 - Pump water,
| Edit Mapping I Calculation I Fepart Format I Symbol Defirition |
Change State Bit Map 1/0 |
| Al Indéck Bit | Command/State Config | Data Management Definitions Display
Scan interval Logging
2000 10000 ® &ll changes »2%
1% »0%
(5000 (O 30000 O Mone > 10%
e Log outgoing commands
&) Nane In millizecs. [ Lag to S0L Database
Base intersval Data reduction Transfer to history
Céwerage
02 O10 Y St (®) Reduced value
DM asimum () Aactual total values
@®5 O30 C]5um () |dealized total value
[JActual O Nane

0k ] [ Cancel ] [ Help




Protect Objects menu

List of Praotect objects

% User Administration - Demo

Protect 1 Global
Protect 2 Global

User Groups ... Protect 4 Global
Prokect Objects ...

Isers and Passwards |,
Exclusive Contral ...

Reports. ..

Exit ¥ Hierarchical

V¥ Can acknowledge alamns

¥ Can update set points

¥ Can update alarm limits

[v Can send commands

[~ Can update stings

[T Can update tables

[ Can open diagrams and areas

Update list | Delete |

Protect Objects dialog box:
User group rights are defined here.
For each level select the rights to allocate.

In User Groups, the appropriate
security level is assigned to each
user group by selecting the level

Cloge |

User, Groups

All defined groups

Add Graup
Delete Group

Selected group
Group Mams
Axdmin |

Default diagrams

Area

| Overview v |

Diagrams in area

17T products
[1Dizplay_Types

[CIFlantTypes

under Protect object rights —

Max no. of diagrams that can
be open simultaneously: 5

Global Rights:
Can define
Can adminizter
Can uze systems commands
Can uze portal
Can define WinPager settings

Frotect object rights
Area - Protect object - level
[(Global - Protect -
[Global - Protect -
[(1Glohal - Protect -
[w|Global - Protect -

ERRA N

Cloze




User Administration enabled and 9‘ IGSS

Protect object used: How It works

In Supervise, userlogsin (File > Login)

User tries an operation on a protected IGSS object

Doesthe user have the right
to do the operation ?

NO

Temporary Login
dialogue appears

YES

A

User with necessary
rightslogsin

Operation is carried out
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Exclusive Control scheme

% User Administration - Demo
#IEN Help

ser Groups ...
Prokect Objects ...
Users and Passwords L.,

Exclusive Contral ...

Reports...

Exit

What is Exclusive Control ?

The use of Exclusive Control allows system designers to set up this security
scheme on one or more workstations. The objects in the configuration that have the
Protect object attached are then controlled only from a workstation set up with the
exclusive control feature.

Technically, linking a string object to a Protect object accomplishes this. The feature
can be used on multiple workstations, each controlling their own collection of objects.
For this purpose, multiple Protect objects have to be created.

Why Exclusive Control ?

Exclusive Control adds an extra “layer” of security to the system. Controlling objects
in the IGSS configuration, which have been bound to the special Protect object, is
now limited to a specific workstation/PC in the network.

NOTE: The use of Exclusive Control assumes the use of the two other security
schemes, i.e. User Groups/Users and Passwords and Protect Objects.
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Defining exclusive control

21x]
Edit M apping | | Report Farmat | Symbal Definition | ST E P 1 :
Sting Object Data Management D efinitions | Display - H H
B ‘ De_flne a string object a_nd type the
pesetetn | string that gives exclusive control

(here it is "GiveMeControl”)
GiveMeControl / i
ChangeStale |  BitMapl/0 | AlaminfickBit |  Command/State Config | ST E P 2

[ ata Management Definitions | Edit Mapping I Report Farmat
—Scaninterval Loggng ————— L k h g bJ
e B — ink the string object to
Clxol S o £z £oen the Protect object by choosing
" Naone In Milli Secs. " None 0%
Fram 14-06-2002 14:16:01:469 — Baze interval Data reduction—————— [~ Transfer to History I" ItS n a m e I n th e » Co n n eCt TO”
2 10 [(iwverage £ Reducedalue .
Sm:::::ﬁ  Actual TotalValue d rop—down IISt.
5 30 (5um ! [dealized Total Value
[CJéctual 1 None
&N In Mins. CICh
ore NN DD“;:E:W LII;othgc]h Data Redn
™ Logto Printer AlamDelay [~ 0 Secs. Delete |
Pratection Scale ds Connect To

-

K. I Cancel Help Documentation popup command lin

Uze pipe (|] to delimit multiple menu entries
Uze zemicalon [ to delimit multiple commands:

Prefix [xxx] to dizplay @ in the popup menu athenwize text up till first :pace iz uged ﬂﬂ
In parameter list $0 will be substituted with object name and $4 with area *
Strings permitting exclusive cantrol Stations receiving exclusive contral
ST E P 3 . ok I Cancel | Help |
In User Administration, map the string
H GiveteContral Station001 j
to the relevant workstation(s) : '
Delete Sting | Mews String | Delete | Add
Fename String | Cloze




Exclusive control in Supervise

In Supervise, user logs in (File = Login)

User tries an operation on a protected G333 object

Is exclusive contral enabled ?

Does this
orkstation have exclusive contral 2

NO

Does the user have the right
to do the operation ?

NO

Temporary Login
dialogue appears

YES

r

User with necessary
tights logs in

r

User access denied ! Operation is carried out




Student Exercise

Do Exercise 11 in the Exercise booklet.

When finished with the exercise, you should test your
results by starting the IGSS Demo configuration and

loging on and off as the different operators, you
created in the exercise.



Safe Commands



Safe Commands - Supervise
p1 p2 L 03

pl

STOP
START

Inhibit Alarms ...
. View Events...

Maintenance Jobs...

Object Note ...
Watch Object... p2
Properties...
(® STOP [ stop
(" START (® START
Before IGSS 8 After IGSS 8

Command can be

Command was
. ) set up to be a safe
executed immediately. command.
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Three types of safe commands

Confirm

pl @ Global - Pump water

| ‘You are about to send a command to:

Mame:  pl @ Global
Desc: Pump water
Atom: Command

Current state:
START

Command to be sent:
START

Comment for audit trail

Do you want to continue?

[ oK ][ Carncel ]

Use_r i‘nilst confirm
by clicking OK.

Confirm password

p3 @ Global - Water pump (|

“fou are about to send a command bo:

I Mame:  p3 @ Global
Desc: “Water pump
Atom:  Command

Current state:

START

Carnmand to be sent:
STOP

Performed by

—

User name:  Michas!

Password: | we|

Camment for audit trail:

Do you want to continue?

[ 0k ][ Cancel ]
User must with
user name and
password.

NOTE:

Confirm password and Confirm 2 users only
make sense, if you have user administration
enabled.

Objects can be protected both with Protect
and Safe Commands.

Confirm 2 Users

p3 @ Global - Water pump .

#m

“f'ou are about to send a command to:
Mame:  p3 @ Global

Desc. Water pump

Abarn Comrmand

Current state

STOP

Command to be sent:
START

Performed by Werified by

| User name: | Michael User name: Jack

Password: | wes Password | eees|

| Comment for audit trail:

Ok

Two users must confirm
with their user names and
passwords.
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Safe Commands in Definition

Can be set on the individual object ...

p3 @ Global - Water pump l . l i (B |
|_ChergeState——— BtMap O | AMam in/Adk Bt | Command/StateConfig | Layes |
Data Management Defintions 1 Display | Edit Mapping I Calculation | Report Format I Symbol Definition ‘
Scan interval Logging
(02000 (110000
(1 None In millisecs. Log outgeing commands
[ Log to SQL Database
Base interval Data reduction Transfer to history
[JAverage
[ Minimum
Maximum ) Actual total value
@5 Sk C15um dealized total value
[lActual ) None
i For each data
— misinecte or using Property Table View
= m

[T Log to printer m delay [7] |0 sec

Frotection Scale as Connect to
Protect {Unused) -
\User defined x| {Training} Refuse Disposal
File Edit Filter Help
Use pipe {) to dein " Type Object name | Area | Description | Protected by | Safe commane ~
Use semicolon () to immands mi |:|
Prefix pocd] to display xo in the command menu otherwise text up till first space is used ey
I eter list il be substituted with object d $A with
n parameterist SO wil be s abject name and SA with area tl @ Global Anzlog  [H1 Global | Temperature in burner ™ Unprotected | (Mone)
Temp-Profile @ Global Table Temp-Profile Global ** Unprotected (Mone)
[ ok ][ canced |[ Hep : :
pl @ Global Digital pl Global | Pump water Protect @ Global | Confirm
vll @ Global Digital vil Global WValve in outlet tank 4 ** Unprotected (Mone) I
p2 @ Global Digital p2 Global  Pump to section 2 Protect @ Global |Conf. password
p3 @ Global Digital p3 Global  Water pump Protect @ Global |Cenf. 2 users
II vld @ Glebal Digital  |v14 Global  Valve " Unprotected | (Mone)
vi2 @ Global Digital  |vl2 Global | Valve ** Unprotected | (Mone)
Training-Overview @ Training | Diagram | Training-Overview | Training ** Unprotected | (None)




|IGSS Audit Trall




The Audit Trall window

e ool e |0
*S‘ﬁ The Application button The Action list J @
it @ _— | s a Output (41 Users) -
Add Note A Show UTC 5 : " h User Name : Save da View
Lppraved By -
Mote Contents Filter Views
Data Type Subbyps: Station Liser Araa Obpact Atom Valuea, String Mote Comments - Approved by -
27072009 133405 | Ot Command | DemoStation | User | Cases | C5LTS0T | 0 [2 Maruel Start | Command sert '
| 2707-2009 13:34:42 [ Alzrm | Acknawledge [ DiemoStation | NEEY [ Glabal Systam | [ [ Alam acknobwadged
27072008 13:34:48 | Alarm Ackrowledge | DemoStation | User Casea PI-SPHT Mam acknobwedged 1
27072009 13:34:48 | Aem | Acknowledge | DemoStation | User | Cases | THEOW Alarm acknolwedged 1
27072009 133447 | Mlam  Acknowledps | DemoStation  User | Trminng | o3 / Az acknowedged |
27073005 13:34:00 | Output | Command DemoStation | User Cases CS.UTS0 |0 . 1 Manuel Stop | Command sent
2707-2009 13:33:51 | Access DiemaStation User logged in [ |
27072005 13:34:48 | Alarm Acknowledpe | DemoStation | Liser Trainng | gl Alamm acknobwedged
2707-2005 13:34:08 | Output Command DemoStation | User . Cazes C5Mvam o . 2 Manua Close | Command sent
2707-2009 133437 | Mam | Admawiedge | DemoStation | User | Cases | TISPHT | ' ' | Alarm acknobwedged ' ' -
— — — -




